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Gramm-Leach-Bliley Act (GLBA)
Act



GLBA, also known as the 
Financial Services 
Modernization Act of 1999
requires financial institutions –
companies that offer consumers 
financial products or services 
like loans, financial or 
investment advice, or insurance 
– to explain their information-
sharing practices to their 
customers and to safeguard 
sensitive data.



















Security Best Practices
Physical Security

• Securely destroy paper 
containing NPI

• Secure all stored NPI in locked 
desks or file cabinets (do not 
keep sensitive files on your desk)



Security Best Practices
Email Security

• Do not email NPI

• Be aware of email scams, fraud, 
and phishing – never click on links 
or attachments in suspicious 
emails.
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Security Best Practices

Don’t send NPI in email 
https:\\sendfiles.ndus.edu 

https://sendfiles.ndus.edu/


Security Best Practices

Minimize Storage of NPI
Store on authorized devices, delete 
whenever you can
- Secure erase (Shred) 
- Store on file shares/servers



Security Best Practices

Protect NPI Data
- Encrypt – Full Disk, File/Folder – Office



Security Best Practices
Account Security

Use Multifactor Authentication

Do not share accounts with other 
users



Security Best Practices

Protect Passwords
•Use a strong password
•Use a Password Safe/Vault



Security Best Practices

Recognize and report suspicious 
activities immediately





QUESTIONS?
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