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Threats to Mobile Devices
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Top 10 Best Practices
-
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Use screenlocks,
passcodes, and
biometrics
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Top 10 Best Practices

2  Activate Find My
iPhone/Device
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Find My
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Top 10 Best Practices

Keep
device
and apps
up fo date

(and uninstall

ones you aren’t
using)

& Settings

General

Notifications
Manage notification settings

App download preference
Over any network

Auto-update apps
Don't auto-update apps

Auto-play videos
Auto-play videos over Wi-Fi only

Theme
Light

Clear local search history

Remove searches you have performed from this
device

Google Play preferences

Remove history in your Wishlist, the Beta program,
and other lists

’ Google Play

< Settings App Store

ALLOW APP STORE TO ACCESS

Location While Using

(7]
n Siri & Search
(&)

Notifications

Banners, Sounds, Badges
Cellular Data 0

AUTOMATIC DOWNLOADS

App Downloads
Automatically install free and paid apps
purchased on other devices

App Updates O
Automatically install new app updates

In-App Content

Automatically run apps in the background to

download content before you first launch them
CELLULAR DATA

Automatic Downloads

App Downloads Ask If Over 200 MB

Only allow apps under 200 MB to download
automatically using cellular data,

Video AULOP ) e—

App Store
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Top 10 Best Practices

Only
connect to
secure Wifi

or use a VPN
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Use strong
passwords and
orotect them

Go g|€

Password Manager
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Top 10 Best Practices

|

Protect your
priVC]Cy _
Review AP
Permissions

—
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Top 10 Best Practices
-

Encrypt your
device/data

- -

Achenmced Data Profection

Agvanced Data Pratection
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Top 10 Best Practices

Backup
your
dato

< iCloud Backup

2

iCloud Backup

Automatically back up your iPhone so you
can restore your data if you lose your device
or get a new one. Learn more

Back Up This iPhone ()

Back Up Over Cellular

When not connected to Wi-Fi, use your ce!
network to automatically back up to iCloud
cause you to exceed your cellular data plar

Google One @

Home Storage Benefits Support Settings

Back Up Now

Last successful backup: 9:01AM

STORAGE USEL

50 GB of 100 GB (50%)

& Google Drive

™M Gmail
rt Google Photos

Family

Google One O

DEVICE BACKUP

Last backup: 2 minutes ago

D Device data
2 minutes ago

E] Multimedia messages
2 minutes ago

Q Photos and videos
L— 2 minutes ago

—
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Top 10 Best Practices

©98% I 10:24 w!! Vodafone CZ 7 11:26 i
ApplCare

Dear Apple Customer,
A lost iPhone 11 linked to
your Apple ID was located

at 5:39 PM. Please trace

’ Bitdefender Mobile Security )
the last known location
Dangerous link found here: http://i-
in text message cloud.com.pini1.live/i-

phon435I

phiShing Or > PR ‘

° Don't open or forward the link.

* ‘ °
S I I I I S I I . @ Delete the message if possible.
Block the sender if it's not a trusted

® contact.

DISMISS (O A ) 0

+ O 2000 o

T
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QUESTIONS®
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